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AGENDA

e Development updates
o Hotfix coming soon
o 5.2 End of Life
o Staff Web Client
= New permissions system review & demo
e« Q&A
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Hotfix release

e Updatesto 5.2 and 6.0:

o 5.2 & 6.0: API File Uploads - File uploads for photoduplication requests now use the Aeon APl instead of the
previous SFTP-based mechanism.

o 5.2 and 6.0: OAuth Email (SMTP) - Outbound email delivery now supports OAuth 2.0 authentication for
Microsoft 365 and Google Workspace.

o 6.0: Content Security Policy (CSP) Headers - Optional CSP headers to restrict which external resources the
browser can load.

o 6.0 Subresource Integrity (SRI) - Automatic integrity hash generation for scripts and stylesheets.
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5.2 END OF LIFE - May 31, 2026

e 5.2 will no longer be supported after the next major release (post-hotfix)

e If you are currently on Aeon 5.2, you should see a notification in your client letting you know about end of life

e Please discuss internally when you can update and schedule with Atlas ITS (recommend waiting until hotfix is
released)

o support@atlas-sys.com to start a ticket with your preferred date and backup date

o coordinate with local IT to push out client-side update


mailto:support@atlas-sys.com
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Role-Based Permissions
Aeon Staff Web Client

Control what staff can see, do, and configure — with granular roles that protect sensitive data and streamline
workflows.



Operational Capabilities

Access Levels 10 Categories
. None g Requests
No access — area is completely hidden o Users

- Activities

. View e Appointments
Read-only — see data but can't modify * Reading Room
e Email
Edit e  Batch Processing
Create and modify records = Billing
e Web Alerts
. Full e  Reports & Export

Edit + delete, route, cancel, merge

Levels are cumulative — Edit includes View, Full includes Edit.



How Permissions Work

Every staff member is assigned one Role. Each role defines three dimensions of access.

Operational
Capabilities

10 categories controlling
what staff can do in the main

workspace.

Each set to None, View, Edit,

or Full.

Configuration
Capabilities

9 groups controlling access to

the Customization Manager.

Each is a simple on/off

toggle.

Field
Restrictions

Groups of sensitive fields

hidden from specific roles.

Values are masked in the Ul
and nulled in the API.



Configuration & Field Restrictions

Configuration Capabilities Field Restrictions
Toggle access to Customization Manager sections. If a user has
none enabled, the link is hidden entirely. How it works
1. Create Field Groups — collections of sensitive
*  Data & Fields fields (e.g., IDs, contact info)
: Pesigners 2. Assign groups to roles — those roles are blocked

- Workflow
e Web Interface

from viewing the fields

3. Values are masked in the Ul and nulled in API

o Integrations
_ responses
s Operations 5
. Billing Default field groups:
s Staff ° Personal Identifiers
* Roles & Permissions e  Contact Information
s Financial

Built-in safety: Self-lockout prevention ensures you can't remove your own admin access, and last-admin protection prevents removing
permissions from the final admin role.






A Mentimeter

It you would like to present an interesting
workflow, customization, or other topic, please
contact kgillespie@atlas-sys.com.

You can present for 5 minutes or 45 minutes.
Link up with another Aeon site or present your specific institutional use case.

For ideas, peruse the Video Training Library.




